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Vase bezpec€nost je pro nds klicova. Produkty stavime tak, abyste se na né monhli
spolehnout a pouZivat je bez obav - toho vSak dosdhneme pouze spole¢né.
Proto jsme sepsali par tipl na to, co pro svou bezpeé&nost mizete udélat vy sami.

Chrairite sva zafizeni

+ Do aplikace se prihlasujte pouze ze svého pocitace, tabletu nebo mobilu.
Nenechdvejte sva zafizeni bez dozoru a vzdy je zamykejte, abyste zabranili
pfistupu tfetim osobdm.

+ Méjte vzdy nejnovejsi dostupnou verzi softwarové aktualizace. Tento krok neodklddejte, aktualizace
odstranuji zranitelnosti v operaénich systémech a snizuiji riziko mozného zneuziti. Dostupné aktualizace
najdete v "Nastaveni” svého zafizeni.

« Pouzivejte pouze nejnovejsi verze webovych prohlize¢d. Zajistite tim, Ze bude aplikace fungovat sprévné
a bezpeéné. Vétsina modernich prohlize¢l se aktualizuje automaticky, kontrolu mizete provést v sekci
“O aplikaci”.

- Antivirovy software je vasi prvni obranou proti moznym Gtokdm, méjte proto vidy jeho aktudini verzi na
mobily, tabletu i pocitaci. K aktualizaci zpravidla dochdzi automaticky, kontrolu mUzete provést
Vv jejich nastaveni.

« Nové mobilni aplikace stahujte pouze z oficidlnich zdroju, joko je Google Play nebo App Store.

« Vyvaruijte se jakymkoli softwarovym Gpravam mobilniho telefonu (jailbreak nebo rootovani), po kterych
Ize do zafizeni instalovat neoficidlni aplikace. Tyto Gpravy zvysuji aplikacim prdva, deaktivuji ochrany
a zvySsuiji riziko malwaru. Drzte se oficidlnich verzi operaénich systémd, které jsou maximalné spolehlivé.

PFihlasujte se bezpecné

« Chceme védét, Ze jste to skutecné vy. Proto pouzivime k prihlaseni do aplikace a autorizaci dulezitych
operaci dvoufaktorové ovéfeni prostfednictvim vaseho hesla a mobilniho kiice (nebo SMS).

+ Pokud zaddate nesprdvné heslo pétkrat po sobé, aplikace se do€asné uzamkne. V pripadé
zapomenutého hesla pouzijte odkaz na jeho obnoveni, ktery je zobrazeny na pfihlasovaci obrazovce.

« Jakmile v aplikaci dokon€ite svou prdci, pouze ji nezavirejte, ale odhlaste se. Minimalizujete tak riziko
vloupdni se do vaseho Gc¢tu a jeho zneuziti.

« Po péti minutéch neaktivity vas aplikace automaticky odhlési. Chrdnime tak véas Gcet, pokud se
ndhodou zapomenete odhldsit sami.

- PouZivejte dlouhd a sloZitd hesla. Vyvarujte se Ciselnym faddm, datu narozeni nebo jméndm rodinnych
prislusnikd. Hesla jako ,baral234” nebo “admin” jsou prolomitelnd béhem sekundy.

« Heslo do Fidoo aplikace méjte ulozené pouze ve své hlavé nebo v bezpeéném spravci hesel (tj. ve
specidlni aplikaci nikoli v rdmci webového prohlizece).
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Dejte si pozor na podvody

Budte opatrni na podvodné zpravy. Do Fidoo aplikace se pfihlasujte pouze z webovych strének
www.fidoo.com nebo pres mobilni aplikaci a neotvirejte nezndmé odkazy nebo zpréavy s podezielym

ndzvem Ci obsahem.

O své heslo se s nikym nedélte. Pouzivate ho pouze v aplikaci, ptdt se na néj nikdy nebudeme. Pokud
se na vase heslo dotazuje nékdo v e-mailu, SMS nebo telefonicky, jedné se o pokus o podvod!

Nikdy nereaguijte na zadosti o sdileni Gdajti k platebni karté (&islo karty, platnost, CVV kéd, PIN)
e-mailem nebo po telefonu. Jestlize se s né€im takovym setkate, je to podvod.

Pravidelné kontrolujte vypisy z UCtu. V pfipadé, Ze narazite na néco podezfelého, ozvéte se ndm

a situaci provéfime.

Pokud narazite na jakoukoli z aktivit uvedenych vySe nebo pokud jste ztratili mobil a potfebujete
zablokovat pristupy, co nejdfive nds kontaktujte. Na zdkaznické lince +420 290 290 290 nebo na

info@fidoo.com vém réadi pomuUzeme.

Bezpecnostni pravidla pro Fidoo karty

Na Fidoo kartu patfi vas podpis

NezZ s Fidoo kartou vyrazite nakupovat, zkontrolujte, zda je vase jméno uvedeno spravné a kartu na
zadni strané podepiste Cernym nesmyvatelnym fixem.

PIN si zapamatujte a nikomu nesdélujte

Ctyfi isla PINu z hlavy urgité neztratite, nezapisuijte je proto na papirek v penézence a uz viibec ne
na kartu. V pfipadé potreby si PIN mazete kdykoli zobrazit ve své webové i mobilni Fidoo aplikaci.
Nezapomernte — nikdo nema pravo od vas PIN vyzadovat. Banka, policie ani vas §éf.

PFi vybirani zbankomatu bud’te ve stfehu

- PFfi zaddvani PINu si klavesnici vzdy zakryvejte druhou rukou. p—

- Nedovolte, aby s vémi u bankomatu stél nékdo cizi, ani kdyby tvrdil, Ze je f \

z banky nebo od policie. E—
- Zlodgji na bankomaty instaluji rdzné éte¢ky informaci a kamery. Pokud se [

vam zdd bankomat podezrely, radéji ho nepouzivejte a kontaktujte jeho

provozovatele.

- V pfipadé, Ze vdm bankomat odmitne kartu vydat zpét a nevytiskne potvrzeni —

o zadrzeni, kartu pro jistotu zablokujte.

Kartu nespoustéjte z o¢i

V dobé bezkontaktnich plateb neni moc ddvody, pro¢ dévat kartu z ruky. Pokud to jinak nejde, davejte
pozor, abyste na kartu stéle vidéli. Vidy pozadujte s Gctenkou i doklad z termindlu a ihned si
zkontrolujte, kolik jste opravdu zaplatili. NeGpIné doklady o platbé nikdy nepodepisuijte.
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¢ Nakupujte online bez obav
- Platte jen pfes ovéfené platebni brany (napf. PayPal, Payu).
- Bezpecné internetové obchody poznate podle obréazku visaciho zdmku v levém hornim rohu
prohlizeCe vedle URL adresy.
- Udaje o karté (&islo, CVV kéd, platnost) patti jen do platebni brany, kam budete pfesmérovani pfi
placeni, ne do prostfedi samotného e-shopu.
- Online platby vétsinou vyzaduji 3D Secure ovéreni, které provedete v mobilni aplikaci nebo vém
pfijde SMS kbéd. U osobnich Fidoo karet dorazi na vase €islo, u tymovych na Cislo aktudiniho drzitele.
- Nikomu (mimo zabezpecené platebni brany) nesdélujte celé &islo karty, a to ani kdyz volate nebo
piSete k ndm do Fidoo. Staci pouze posledni Ctyfeisli.

* Neotdlejte s blokovanim karty
Ukradenou nebo ztracenou Fidoo kartu okamzité zablokujte pfimo v mobilni i webové Fidoo aplikaci.
Pokud mate podezieni, Ze kartu nékdo zneuzil, mUzete ji ve Fidoo aplikaci doasné uzamknout nebo
rovnou trvale zablokovat.

 VyZadujte potvrzeni o neprovedené platbé
Kdyz si nejste jisti, zda bylo s platbou vSechno v porddku, hned si ve Fidoo aplikaci ovérte, ze se
sprévné zuc¢tovala. U kazdé zamitnuté platby si uchovejte potvrzeni z platebniho termindlu.
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Your security is crucial to us. We build our products so they are reliable and you can
use them without a second though — but this can only be achieved through our
understanding. That is why we have put together some tips on what you can do

to keep yourself safe.

Protect your devices

+ Log in to the app only from your computer, tablet or mobile phone. Do not leave your
devices unattended and always lock them to prevent access by third parties.

« Always have the latest software update available. Do not put off this step as updates fix vulnerabilities
in operating systems and reduce the risk of potential exploits. You can find available updates in the
“Settings” of your device.

+ Use only the latest versions of web browsers. This will ensure that the application works correctly
and securely. Most modern browsers update automatically. You can check it in the “About” section.

« Anti-virus software is your first line of defence against potential attacks so always have an up-to-date
version on your mobile, tablet and computer. Updates are usually automatic. You can check in their
settings.

+ Only download new mobile apps from official sources such as Google Play or the App Store.

- Avoid any software modifications to your mobile phone (jailbreak or root) that may install unofficial
apps on your device. Such modifications increase application privileges, disable protections and
increase the risk of malware. Stick to official operating system versions that are as reliable as possible.

Log in securely

+ We want to know it's really you. That is why we use two-factor authentication requiring your password
and mobile key (or text message) to log into the app and authorise important transactions.

« If you enter an incorrect password five times in a row, the app will temporarily lock. If you have forgotten
your password, use the password reset link displayed on the login screen.

» Once you have finished your work in the app, just do not close it, but log out. This minimises the risk of
your account being hacked and misused.

« After five minutes of inactivity, the app will automatically log you out. This protects your account if you
accidentally forget to log out.

« Use long and complex passwords. Avoid numerical sequences, date of birth or names of family
members. Passwords like “baral234” or “admin” are cracked in seconds.

- Keep the password to the Fidoo app only in your head or in a secure password manager (i.e.in a
special application, not in a web browser)
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Beware of scams

Be careful of fraudulent messages. Only log into the Fidoo app from thewww.fidoo.com website

or mobile app and do not open unknown links or messages with suspicious names or content.

Do not share your password with anyone. You only use it in the app. We never ask about it. If someone
asks for your password in an email, text message or phone call, it is an attempt at fraud!

Never respond to requests to share your payment card details (card number, validity, CVV code, PIN)
by email or phone. If something like this happens, it is a scam.

Check your account statements regularly. If you come across anything suspicious, please contact

us and we will check the situation.

If you are confronted with any of the activities listed above, or if you have lost your mobile phone

and need to block access, please contact us as soon as possible. We will be happy to help you on

our customer line +420 290 290 290 or at info@fidoo.com.

Security rules for Fidoo cards

Your Fidoo card must be signed

Before you go shopping with your Fidoo card, make sure your name is correct and sign the back
of the card with a black permanent marker.

Remember your PIN and don’t tell anyone

If in your head, you will not lose the four numbers of your PIN, so do not write it down on a piece

of paper and put it in your wallet, and definitely do not write it on your card. If needed, you can view
your PIN at any time in your Fidoo web and mobile app. Remember — no one has the right to ask you
for your PIN. Not the bank, not the police, not your boss.

Be alert when withdrawing from an ATM

- Always cover the keypad with your other hand when entering your PIN. p—

- Do not let any stranger stand with you at the ATM, even if they claim to be f \
from the bank or the police. E—
- Thieves install various information readers and cameras on ATMs. [

If you find an ATM suspicious, you should not use it and contact the operator.

- If the ATM refuses to return your card and does not print a confirmation

of retaining the card, block the card to be on the safe side. _—
Do not let the card out of your sight

In the age of contactless payments, there is little reason to not have the card in your hand. If you
can't do otherwise, make sure you can still see the card. Always ask for a receipt from the terminal
and check immediately how much you have actually paid. Never sign incomplete payment
documents.
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 Shop online without worry
- Pay only through verified payment gateways (e.g. PayPal, Payu).
- You can recognise secure online shops by the padlock image in the top left corner of your browser
next to the URL.
- The card details (humber, CVV code, validity) belong only to the payment gateway where you will
be redirected when paying, not to the e-shop environment itself.
- Online payments usually require 3D Secure authentication which you can perform in the mobile app
or by receiving an SMS code. Personal Fidoo cards will arrive at your number, team cards at the
number of the current holder.
- Do not give your full card number to anyone (outside of a secure payment gateway), even if you
call or write to us at Fidoo. The last four digits are sufficient.
» Don’t delay in blocking the card
Block a stolen or lost Fidoo card immediately in the Fidoo mobile or web app. If you suspect that
someone has misused your card, you can temporarily lock it in the Fidoo app or permanently block it.
 Require confirmation of non-payment
If you are not sure if everything is fine with your payment, check the Fidoo app right away to make
sure it cleared correctly. Keep the declined receipt for each declined payment.
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