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1. Uvod

Primdarni feSeni pro oteviené bankovnictvi je poskytnuto dodavatelem Wultra. Ndhradni feseni je implementovano
spolecnosti Direct Fidoo. Popis obou feseni pro tfeti strany je uveden na webové strance
https://www.fidoo.com/psd2-api/.

2. Architektura

Obé reseni jsou instalovana v rdmci Direct Fidoo infrastruktury v O2 Cloud. Nasledujici diagram zobrazuje jejich vazby
na architekturu Fidoo aplikace:

+ ! : |
| ! 02 cloud ' \ |
N 5 L e
Kiientska aplikace i . T T :
Java BE ' ' H
(Fidoo H ! : :
< —
Open Banking i Postgre DEMS !
: (m Fimary VPN
¢ | Backup API 1 (master) primary\
Klient TPP Scala BE
1 GPS
— Postgre DBMS |
primary P DR VEN—»|
’ (slave) ,
N -/ / :
. J

backend vrstva ! databazova vrstva ! backend vrstva ! vrstva dodavatell

V pripadé vypadku primarniho feseni (Open Banking API) je sluzba otevieného bankovnictvi dostupna pres nahradni
feSeni (Open Banking Backup API), které je soucasti backendové vrstvy Java BE. Java BE také poskytuje API pro Fidoo
aplikaci (Klientska aplikace), kterou vyuZivaji klienti. Dokud je tedy Java BE dostupné, je dostupna jak Klientska
aplikace, tak alespon Open Banking Backup API. Diky tomu je zajiSténo, Ze v kazdém okamziku, kdy je pro klienty
dostupna Fidoo aplikace, je pro tfeti strany dostupné alespon jedno feseni otevieného bankovnictvi.

2.1.Backend vrstva

Tato vrstva sestdva ze 2 nezdvislych backend aplikaci Java BE a Scala BE. Pficemz Java BE (servery difi-java-1 a difi-
java-2) poskytuje rozhrani pro komunikaci s KB API, Scala BE a pro cteni a zapis dat z databdzové vrstvy. Scala BE
(servery difi-db-1 a difi-db-2) poskytuje rozhrani pro komunikaci s externim dodavatelem sluzeb pro spravu
platebnich karet (GPS) a ma pfistup pro ¢teni a zapis dat z databdzové vrstvy.

Jedna se o sluzby, které jsme v ptipadé jejich vypadku schopni vratit zpét do plné funkcnosti béhem 1 dne. Tyto
sluzby nelze nijak duplikovat a proto akceptujeme riziko jejich docasného vypadku.

2.2.Databazova vrstva

Aplika¢ni databaze, ktera podporuje vsechny interni sluzby je instalovana na 2 databazovych serverech difi-db-1 a
difi-db-2 (master a slave). V pripadé vypadku master jsme schopni prejit na slave.

2.3.Vrstva dodavatel(

GPS - Mezi Direct Fidoo a GPS je vybudovano primarni VPN propojeni a sekundarni propojeni prostfednictvim VPN,
které bude pouzito v pripadé zasadniho vypadku sluzeb GPS.


https://www.fidoo.com/psd2-api/
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Komercni banka - Spojeni s Komercéni bankou je realizovano prostrednictvim sluzby Direct Access API. Dostupnost
této sluzby bude fizena na zakladé SLA s KB, v tuto chvili akceptujeme 1 denni vypadek dané sluzby.

2.4, Infrastrukturni vrstva

Cela produkéni infrastruktura je hostovana na 02 Cloud s certifikaci Tier Ill. Vypadky zplsobené infrastrukturou jsou
tedy minimalni a riziko pfipadného vypadku sluzeb akceptujeme. Reporting a monitoring funkénosti obou reseni je

zajistovan interné.
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3. Primarni feseni
Dodavatelem feseni pro oteviené bankovnictvi je Ceska spole¢nost Wultra s.r.o. a implementovany byly vSsechny
mandaty otevieného bankovnictvi — AISP (= Account Information Service Provider), PISP (= Payment Initiation
Service Provider) a CISP (= Card Issuing Service Provider). Treti strana tak mdZe pfistupovat k informacim o zGstatku

na Fidoo Uctu a transakcim, které na Fidoo uctu byly provedeny, stejné tak i iniciovat platebni pfevod pouze ve
prospéch ovéreného firemniho Gc¢tu klienta Fidoo Payments, pfipadné se dotazovat na dostatecny zlistatek na uctu.

V prvnim kroku dochazi vidy k dvoufaktorovému ovéreni pfistupujici osoby, na jehozZ zdkladé dojde k povoleni nebo
zamitnuti pFistupu osoby ke sluzbé. V druhém kroku dochdzi k provoldvani sluzeb prostfednictvim APl pro zobrazeni
zUstatku nebo transakci na Fidoo uctu pro pripad AISP, pripadné iniciaci platebniho prevodu v ptipadé PISP nebo
dotazu na dostatecny zUstatek (balance check) v pfipadé CISP.

Veskeré informace, potfebné k integraci tfeti strany, jsou umistény na developerském portalu https://psd2.fidoo.com/

ooz Getting Started

OTHER DOCUMENTATION

2. Implement OAuth 2.0 Authentication

Call Our API Endpoints


https://psd2.fidoo.com/

3.1. Ovéreni pfistupujiciho uzivatele
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Log In

V1.0 API Reference

JumR TO CTRL LANGUAGE

Account Balances
@D htips:/psd

v/
Shell

ACCOUNT INFORMATION ~
idoo.com/ps:

DEFAULT

Mutual TLS Required

Do not forget that to call this resource, you must use mutual TLS with your elDAS
certificate with mandates for PSD2. Just using the OAuth 2.0 access token is not
suffident.

Use this API for obtaining balances for the account with a provided ID. The API currently

returns two balances:

Balance Type Balance Description

CLAV Disposable balance
RESPONSE

PATH PARAMS

id string

e0bdcOfc-bd8f-40f
Account identifier for which to fetch balances.

HEADERS

Authorization string Bearer d3d57813-a

OAuth 2.0 bearer access token issued with the ‘aisp’ scope.

RESPONSE

@ 200 a

& t ol
® updated abou

com/psd2-cobs/cobs/2.8/my facc

t certificate.pem \

@ 200 - Result | Example
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3.3. APl na zobrazeni transakci na uctu

fid%0  Guides APIReference Forum  Contact

Log In

v1.0 API Reference

Q Search CTRL-K

JUMP TO CTRL- LANGUAGE

Account Transactions
ACCOUNT INFORMATION v/ .

@D htips://psd2-ap

Shell "

c DEFAULT
I Mutual TLS Required
Do not forget that to call this resource, you must use mutual TLS with your elDAS
PAYMENT INITIATION certificate with mandates for PSD2. Just using the OAuth 2.0 access token is not —
[ rost ] S https://psd2-api.Fidoo.com/psd2-cobs/cobs/2.8/my/acc
a -key private.key - t certificate.pem \
~Authorization:
= The list returns transactions for a given account ID.
m PATH PARAMS
id st -| 3
[ rosr ' , e0bdcOfc-bd8f-401
Account identifier for which to fetch balances. -
RESPONSE @ 200 - Result Example
APPLICATION MANAGEMENT
QUERY PARAMS {
ster New Applicatio [ rost ]
Get Applications [ o ] page int32 0
e ault value is 0
Get Application Detai e ) Index of the page to be returned, ault value is 0
Update Application [ rur ] size int32 20 2-9 462 22085
[ rost ] Size of the page to be returned, default value is 20 and maximum value is
@ ”
HEADERS ’
Authorization string d3d57813-alab-40 08z
OAuth 2.0 bearer access token issued with the ‘aisp’ scope. I
RESPONSE I
@ 200




3.4. APl pro iniciaci platebniho pfevodu
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Log In

v1.0 API Reference

JUMP TO RL

New Payment
@SD https://psd2-api.fidoo.com/psd2-cobs/cob

0/my/payments

YOUR REQUEST HISTORY

0 Calls

I Mutual TLS Required

sufficient.

Domestic payments

BODY PARAMS

paymentidentification ob

PAYMENTIDENTIFICATION OBJECT

amount object

AMOUNT OBJECT

requestedExecutionDate st

xecution date for the payment, in "YYYY-MM-DD" format.

o

debtorAccount

Do not forget that to call this resource, you must use mutual TLS with your elDAS
certificate with mandates for PSD2. Just using the OAuth 2.0 access token is not

Create a new payment with provided attributes. The service supports three payment types:

e payments to CZ account in CZK, on a Fidoo discharge account

Searct

LANGUAGE

4 .
Shell

DEFAULT

7 Days

REQUEST Examples

t POST \
https://psd2-api.fidoo.com/psd2-cobs/cobs/2.0//my
key private.key t certificate.pem \
Authorization: Bearer
ontent-Type: application/j
<
"paymentIdentification”: {
“instructionldentification": * 74"
b
“amount”: {
"instructedAmount”™
alue 1000.
"currency®: "C2
b
"requestedE tionDate”: “2020-01-22700:00:002",
btorAccount™: {

Try It!

RESPONSE @ 200 - Domestic Payment Example

2022-08-13
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3.5. API pro zjisténi dostate¢ného zUstatku na uctu

fidoo  Guides  APIReference Forum  Contact Log In

vi.0 API Reference

JUMP TO CTRL LANGUAGE
Balance Check :

ACCOLINT SRALA 4 .

ACCOUNT INFORMATION .
&P nttps://psd2-zpifidoo.com/, Shell .

YOUR REQUEST HISTORY DEFAULT
0 calls 7 Days
REQUEST
POST \
1 https://psd2-api.fidoo.com/psd2-cobs/cobs/2.8/my/{
o private.key certificate.pem \
I Mutual TLS Required thorization: Bearer

ntent-Type: application/j:

Do not forget that to call this resource, you must use mutual TLS with your elDAS
certificate with mandates for PSD2. Just using the OAuth 2.0 access token is not "exchangeIdentification: "TRN111212",
sufficient. “debtorAccount”:
*identification™: {
"iban": "(Z5712100000000048242901"

Checks if there is a sufficient balance on an account identified by an IBAN

“transactionDet

The service can return two values in the response attribute
“totalAmount" :

Value Description

Sufficient balance - There is a sufficient balance on the specified account to
carry the payment of the provided amount (in provided currency).

nsufficient balance - The balance on the specified account is not sufficient to

carry the payment of the provided amount (in provided currency).

RESPONSE @ 200 - Result E

BODY PARAMS

exchangeldentification string TRN111212

ted by TPP provider

debtorAccount t P

DEBTORACCOUNT OBJECT
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4. Nahradni reseni

v

V ptipadé nefunkénosti primdarniho feSeni je k dispozici nahradni feSeni. Pfechod na zaloZni feSeni Ize iniciovat

automaticky dle stavu primarniho feseni pouZitim API pro zjisténi dostupnosti primarniho feSeni. Kompletni
specifikace APl nahradniho feseni se nachazi na https://api.fidoo.com/psd2-backup-vi.

v1/openBankingBackup/swagger json

Direct Fidoo open banking backup AP| =

[ Base URL: api.fidoo.com/ ]

open-banking-backup-api open Banking Backup Api ~
OST /ob/backup/check-balance Check balance v
fob/backup/get-account-balances gelAccountBalance v
fob/backup/get-accounts getAccounts N
fob/backup/get-payment-information Returns payment information N

POST /fob/backup/get-transactions geflransactions ~
POST /ob/backup/new-payment Creates request for new payment v

Volani vétsiny end-pointl vystavenych v Open Banking Backup API je zabezpeceno autoriza¢nim klicem, ktery
uzivatel ziska po pfihlaseni do Fidoo aplikace v sekci Nastaveni -> Firma -> Sprava API klica.

X

Pridat API klic

NAZEV API KLICE (VOLITELNE)

VYBERTE OPRAVNENEHO UZIVATELE

Petr Pavel v

® Ke cteniik zapisu

O Pouze ke cteni

Ptihlaseni je zabezpedeno druhym faktorem v podobé ovéreni kddu zaslaného uZivateli v SMS zpravé. Autorizacni kli¢
musi poté ru¢né vlozit do formulare TPP.


https://api.fidoo.com/psd2-backup-v1
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4.1. APl na zobrazeni z(statku na uctu

/ob/backup/get-account-balances getAccountBalance /\I

Parameters

Name

X-Api-
Key *
string

eader

request *
object
(body)

Responses

Try itout ‘

Description
Security api key

X-Api-Key

request

Example Value =Model

“accountId™: “1234567890"

Parameter content type

application/json v

Response content type ”e v ]

Description

Example Value Mode!

“balances™: [

"creditDebitIndicator™: “CREDIT™

“date™: “2018-89-17T1 35.3822",
“amountCreditLine”: »
“has_credit_line": false
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4.2. APl na zobrazeni transakci na uctu

Jfob/backup/get-transactions gefTransactions /\]

Parameters Try it out |

Name Description

Security api key

string

{header)

request

Example Value | Model

“accountId™: "1234567898",

Parameter content type
application/json ~
Responses Response content type | */* -
Code Description

oK

Example Value | Model

{
"trasactions": [
“entryReference™: "6ef@f262-3dfa-1lea-b77f-2e728ceBB125",
“amount”: 'y
“currency”: "CIK",

“status™: "BOOK™,
'CREDIT",

“variableSymbol®
"constantSymbol®
"specifi

"note”:
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4.3. APl pro provedeni platebniho pfevodu

[ POST Jfob/backup/new-payment Crestes request for new payment /\]
Parameters Try it cut |
Name Description
X-Api- . .

Key = r=aur=2 Security api key
string
(header) X-Api-Key
request * "#4=0
obiect request
L Example Value | Model
"instructionTdentification": "1234567896",
"amount™
]
5481000001232877530277",
27687"
4761000061 231562900267"
novak@fidoo. con”
: "4f2falcB-63a9-11ea-bc55-0242ac130083"
“ddfddssF"
Parameter content type
application/json ~
Responses Response content type | */* ~
Code Description
200

oK

Example Value = Model

"instructionTdentification™: "1734567898",
"paymentTd": "c6728ebcd3Zz14714bddd]2eBdR94171a"

currency”: "CZK",
"requestedExecutionDate™: “2822-12-25,
"CZ5401600801232877538277",
K",
24701006001 231562900267" ,

s
" /V5/5241229312"
"servicelevelCode' DMCT™,

"signState”: "ACTC"

API pro provedeni platebniho pfevodu obsahuje navic k zakladnimu vyse uvedenému zabezpeceni dalsi zabezpeceni
druhym faktorem opét v podobé ovéreni kddu zaslaného uzivateli v SMS zpravé. Tento kdd je uzivateli odeslan pfi
volani tohoto API bez property smsCode. Jakmile uzivatel obdrzi ovérovaci kdd a vyplni jej ve formulafi TPP, je
potreba toto API zavolat znovu se stejnymi Udaji obohacenymi navic o ovérovaci kod v property smsCode. Proces
provedeni platby je uveden na nasledujicim diagramu:
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ient TPP Open Banking Backup APl Java BE Scala BE ‘ GPS | KB API

1 initiate payment request |

| 2call new-payment endpoint (APl key)

| 3 venify request (request format, access nghts, amount)

4 send SMS code !

1 5 respond with success

6 Display SMS code entry form |

7 Confirm payment via SMS code

8 call new-payment endpoint (API key, SMS code)

10 request to process payment

9 verify request (request format, access rights, amount, SMS code) |

11 request to process payment |
| 12 request payment WS

13 respond with sucess

14 respond with success

| 15 request bank transfer

: |16 respond with success '

17 respond with success ! ' '

| 18 respond with success

19 respond with success i

Client PP Open Banking Backup APl Java BE Scala BE ‘ aps | | ke APl



4.4. APl pro zjisténi dostatecného zUstatku na
open-banking-backup-api 0Open Banking Backup Api

POST /ob/backup/check-balance Check balance

Parameters

Name Description

Security api key

X-Api-Key

request = ==
object request

bo
¢ Example Value Model

"exchangel ification™: "1234567890",
=(75401000001232877530277",

227027687,

fidoo

payments

~

Parameter content type

application/json v
Responses
Code Description
200
OK

Example Value Mode!

{

"exchangeldentification®: ~1234567890",

“response®: “APPR"

}

Response content type *r ~ l
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4.5. APl pro zjisténi dostupnosti primarniho reseni

Nahradni fesSeni poskytuje sluzbu otevieného bankovnictvi béhem vypadku primarniho feseni. Dostupnost
primarniho feSeni Ize sledovat opakovanym volanim tohoto API. Toto API Ize volat bez uZivatelského autoriza¢niho
klice.

OST /ob/backup/get-primary-solution-status Returns status of primary solution ~

Parameters Try it out

No parameters

Responses Response content type | */* ~

Curl

curl -X 'POST' \
"https://api.fidoo.com/ob/backup/get-primary-solution-status" \

=H "accept: */*' \

Request URL

https://api.fidoo.com/ob/backup/get-primary-solution-status

Server response

Code Details

200 Response body
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