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Ve spolec¢nosti Direct Fidoo a.s. (dale jen ,,Direct Fidoo”
nebo ,my“) si vaiime vSech svych Klientl. Proto si
klademe za cil chranit vase soukromi. Chceme, abyste si
byli jisti, Ze s vasimi Udaji zachazime s maximalni péciav
souladu se vSemi povinnostmi vyplyvajicimi z platnych
pravnich predpisti Evropské unie a Ceské republiky.

Pokud byste méli jakékoli dotazy tykajici se zpracovani
osobnich Udajd, radi vam vse vysvétlime. MUzZete se na
nas obratit na Klientskou linku 290 290 290, e-mail
info@fidoo.com nebo adresu Direct Fidoo a.s., U
Prdhonu 1589/13a, 170 00 Praha 7.

Spravce osobnich udaja:
Direct Fidoo a.s.
ICO: 28145780

Sidlo: U Prahonu 1589/13a, Hole3ovice, 170 00 Praha 7

............................................................................................. 13

At Direct Fidoo a.s. (hereinafter referred to as ,Direct
Fidoo” or ,we”) we appreciate all of our Clients. That's
why we aim to protect your privacy.. We want you to be
sure that we treat your data with the utmost care and in
accordance with all obligations arising from the
applicable laws of the European Union and the Czech

Republic.

If you have any questions about the processing of
personal data, we will gladly explain everything to you.
You can contact us on the Client Customer Care Line 290
290 290, e-mail info@fidoo.com or at our address Direct
Fidoo a.s., U Priihonu 1589/13a, 170 00 Prague 7.

Personal Data Controller:
Direct Fidoo a.s.
ICO: 28145780

Registered office: U Prlhonu 1589/13a, Hole3ovice,

170 00 Praha 7
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Web: www.fidoo.com
Kontakt na povérence pro ochranu osobnich tGdaju:

dpo@fidoo.com

DalSi spravce pro poskytovani platebnich Sluzeb a
vyddvani elektronickych penéz spolecnost UAB
“PAYRNET”, se sidlem Giruliy str. 20, 12123 Vilnius, Litva
zapsana a registrovana v Litvé pod cislem 305264430.,
zastoupend Direct Fidoo a.s. (ddle jen ,Payrnet”).

Komunikaci tykajici se zpracovani osobnich udajl
Direct Fidoo kontaktt
uvedenych vyse.

1. Ugel zpracovani informaci

PFi poskytovani nasich Sluzeb zpracovavame udaje pro

zajistuje prostiednictvim

rzné uUcely. V nékterych pripadech vyplyvd potieba
zpracovavat osobni Udaje pfimo z Ramcové smlouvy,
zakona nebo legitimnich davodd. Neékteré typy
zpracovani mlizZeme provadét pouze na zakladé vaseho

svobodného souhlasu.
1.1. Zpracovani na zakladé smlouvy

Jedna se zejména o samotné sjednani a poskytovani
nasich Sluzeb, pro které musime zpracovavat udaje
tykajici se osob, které budou Sluzby vyuzivat, provozni
informace a uUdaje o financnich transakcich, které
provadite. Do této kategorie zpracovani spada i nutna
vyména Udaji mezi provozovateli a poskytovateli
platebnich Sluzeb, a to v rozsahu nezbytném pro
zajisténi pristupu ke Sluzbé, k provedeni platebni
transakce, k vzajemnému zuctovani platebnich transakci
a k

komunikaci, véetné platebnich transakci.

zabranéni zneuzivani Sluzeb elektronickych

Z téchto divodl se zpracovévaji nasledujici kategorie
osobnich udaji:
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Website: www.fidoo.com
Contact to the Data Protection Officer:

dpo@fidoo.com

Additional data controller for providing payment
Services and issuing electronic money: UAB “PAYRNET”
(company number 305264430) whose registered office
is at Giruliy str. 20, 12123 Vilnius, Lithuania, represented
by Direct Fidoo a.s. (hereinafter referred to as

»Payrnet”)

Communication regarding the personal data processing
is provided by Direct Fidoo via the contacts listed above.

1. Purpose of data processing

When providing our Services, we process data for
various purposes. In some cases, it is necessary to
process personal data directly from the General
agreement, law or legitimate grounds. We may only
perform certain types of processing based on your

consent provided.
1.1. Contract - based processing

This is in particular for the negotiation and provision of
our Services, for which we must process data relating to
the person/s who will use the Services, the data related
to operational and financial transactions that you will be
performing. This category of data processing also
involves the need to exchange data between the
operators and payment Service providers, to the extent
necessary to ensure access to the Service, to execute
payment transactions, clearing of payment funds and to
prevent the misuse of electronic communication
Services, including payment transactions.

For these reasons, the following categories of personal
data are processed:
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o identifikacni Udaje slouzici k jednoznacné a
nezaménitelné identifikaci subjektu udaja (napf.
jméno, pfijmeni, titul, rodné cislo, datum narozeni,
adresa trvalého pobytu, pohlavi, misto narozeni),

kontaktni

telefonu, e-mailova adresa),

e kontaktni udaje (napf. adresa, Cislo
e veskeré transakéni a uZivatelské Udaje souvisejici s
uzivanim Fidoo karet a vyuZivanim Fidoo aplikace,

o informace o financnich prevodech mezi vasSim
Firemnim uac¢tem, Bankovnim uctem Payrnet a
odpovidajicimi zaznamy na Fidoo uctu, Fidoo
kartach, véetné zGstatkd,

e Udaje obsazené v dokladech a uctenkach, které si
uloZite ve Fidoo aplikaci (napf. jména osob, kontaktni

udaje, polozky dokumentu, ceny apod.).

Poskytnuti osobnich Udajid pro sjednani a uzavieni
Ramcové smlouvy je zcela dobrovolné, avsak je
podminkou pro poskytnuti Sluzby Fidoo. Bez téchto
udaji nelze Ramcovou smlouvu uzavfit ani Sluzby
objednat a poskytovat. Po uzavieni RAmcové smlouvy
musime vyse uvedené Udaje zpracovavat, abychom plnili

nase zavazky podle sjednanych podminek.

1.2. Zpracovani na zakladé opravnénych zajma

Provadime zpracovani potifebné pro ochranu nasich a
vasich prav a zajmU a rovnéz prav tretich osob, které se
na poskytovani Sluzeb podileji nebo maji jiny legitimni
zajem. Jde zejména o dalSiho sprdvce Payrnet.
Do této kategorie zpracovani spadaji zejména nasledujici
operace:

e zajisténi funkénosti a bezpecnosti Fidoo aplikace a
platebnich sluzeb,

¢ zlepSovani a vyvoj novych produktl a SluZeb na
zakladé studia pouziti nasich Sluzeb Klienty nebo
chovani Klient( pfi jejich pouzivani,

¢ segmentace Klientd (podle obrattd na Fidoo kartach,
podle druhu a poctu Fidoo karet, podle vyuzivanych

Informace o zpracovani osobnich 0daju

Verze / Version 7
6.1.2021

data used to

unmistakably identify the subject (e.g.

e identification uniquely and

name,
surname, title, birth number, date of birth, address
of permanent residence, gender, place of birth);

e contact details (e.g. contact address, telephone
number, e-mail address),

e all transactional and user data related to the use of
Fidoo Cards and the use of the Fidoo Application,

e information about financial transfers between your
company and Payrnet Accounts, corresponding
records on the Fidoo Account, Fidoo Cards, including
balances,

e data contained in documents and receipts that you
store in the Fidoo Application (e.g. individual names,
contact details, document items, prices, etc.).

The provision of personal data for negotiation and
closing of the General agreement is entirely voluntary,
but it is a requirement for provision of Fidoo Services.
Without such data, the General agreement cannot be
entered into or Services which are ordered cannot be
provided. After concluding the General agreement, we
must process the above data in order to fulfil our
obligations under the agreed terms.

1.2. Processing data on the basis of legitimate interests

We carry out data processing required to protect our
rights and your interests, as well as the rights of any
third parties involved in the provision of Services or who
may have other legitimate interests. In particular,
Payrnet as another Data controller.

In particular, the following fall into this category of data
processing:

e ensuring functionality and security of the Fidoo
Application and payment services,

e improvement and development of new products and
Services by observing Client use of the Services or
Client’ behaviour during their use;

e segmentation of Clients (as evidenced by turnover
on Fidoo Cards, by the type and number of Fidoo
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Sluzeb ve Fidoo aplikaci, vyhodnocovani platebnich
transakci, zGstatk(l na Fidoo Uctech ¢i jednotlivych
Fidoo kartach, klasifikace transakci dle MCC kod a
dalsi

pouzivame

analytické cinnosti; K témto operacim

agregované anonymni udaje),
¢ sledovani kvality SluZzeb a spokojenosti Klientd,

tvorba obchodnich doporuceni a optimalizace
poskytovanych SluZzeb a produktl, identifikace

obchodniho potencidlu podle preferenci Klientd,

e prevence a odhalovani trestné nebo protipravni
¢innosti,

e ve Fidoo aplikaci vyuzivdme nastroje tretich stran
jako jsou cookies a nastroje spolecnosti Google za
pomoci kterych, ziskdvame informace vedouci k
dalsimu zlepSovani aplikace a vasi zakaznické
zkusenosti; dokument, ktery popisuje tyto nastroje,
naleznete na webu fidoo.com,

e urceni, obhajoba a vymahani prav vyplyvajicich z
Ramcové smlouvy a dalSich smluvnich ujednani nebo
pravnich predpis,

e ochrana majetku a osob,

e interni funkce nezbytné pro nasi ¢innost, a to i na
urovni skupiny podnikl, do které patfime (audit,

evidence
atp.).

controlling, provoz IT, administrativa,

dokladd  pro  Ucletnictvi a  dané
Z dlvodu ochrany zajmU0 nahrdvame i nase vzajemné
telefonni hovory, abychom vidy presné védéli, o cem
jsme spolu mluvili. Hovory muiZeme také nahrévat,
zpracovavat a nasledné vyhodnocovat tak, abychom co
nejlépe vyhovéli vasim poZadavkim, pranim a
potfebam. Mlzeme se s vami také spojit a ovéfit si, zda

jste byli s nasimi Sluzbami spokojeni.

Z ddvodu ochrany nasich a vasich prav a zajm( budeme
zpracovavat zejména identifikacni, provozni a transakéni
udaje. Mlzeme také r(zné udaje spojovat s dalSimi
informacemi anebo vytvaret idaje nové, které z danych
informaci vyplyvaji nebo s nimi souviseji. To je dllezité
hlavné pro urceni prav a povinnosti vyplyvajicich ze
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Cards and Services used in the Fidoo Application,
evaluation of payment transactions, balances on
Fidoo Fidoo
classification of transactions according to MCC

Accounts or individual cards,

Codes and other analytical activities; we use
aggregated anonymous data for these operations),

e monitoring of Service quality and customer
satisfaction, creation of business recommendations,
optimisation of Services and products provided,
identification of business potential as per Client
preferences,

e prevention and detection of criminal or unlawful
activity;

e the Fidoo Application utilises third-party tools such
as Google cookies, with the help of which we receive
information that leads to further improvement of
the application and your customer experience; a
document outlining these tools is available on the
website fidoo.com

¢ identification, defence and enforcement of rights
under the General agreement and other contractual
arrangements or legislation;

e protection of property and persons,

e internal functions necessary for our activities,
including and even at the at the level of the group of
enterprises to which we belong (audit, controlling, IT

documentary for

operations, administration,

accounting and taxes, etc.).

In order to protect our interests, we record all phone
calls so that we know exactly what we discussed
together. We may also record, process and evaluate
calls to best meet your requirements, wishes and needs.
You may also be contacted sporadically to verify that
you have been satisfied with our Services.

In order to protect our and your rights and interests, we
process, in particular, identification, operational and
transactional data. We may also tie various data
together or create new information that results from or
relates to that information. This is especially important
for determining contractual rights and obligations,
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smlouvy, ochranu nasich ¢ vasSich zajmd nebo

dodrzovani nasich  prdvnich  povinnosti  (napf.
zabezpeceni Sluzeb, prevence a odhalovani protipravni

¢innosti, obhajoba prav).

Proti zpracovani zaloZzenému na opravnénych zajmech je

mozné podat namitku, kterou prezkoumame, a
zhodnotime, zda dané zpracovani spliuje poZzadavky
predpis. Vice o svych pravech naleznete dale v tomto

dokumentu.

1.3. Zpracovani na zakladé zakona a pravnich
povinnosti

S platebnimi sluzbami je spojena fada povinnosti, které
musime podle pravnich predpisi plnit. Jde zejména o
zakony upravujici opatfeni proti legalizaci vynost z
trestné Cinnosti a financovani terorismu (didle AML
zakon). Tato opatieni (zejména identifikaci a kontrolu
Klient( a transakci) provadime ve spolupraci s Payrnet.
Dle AML zdkona je Payrnet povinnou osobou a
spole¢nost Direct Fidoo ji pfi tomto zpracovani udajd
zastupuje. Pro ovéreni nezbytnych informaci podle AML
zakona mlZeme vyuzit i mezinarodnich nebo narodnich
sankénich rejstrika.

Dale se na nas vztahuji obecné pravni povinnosti, napft.:

¢ povinnosti podle predpis upravujicich platebni styk,
platebni sluzby a vydavani elektronickych penéz,

e uchovani a archivace Udaja dle zakonnych poZadavk

(ucetni a danové predpisy, archivnictvi aj.),

e administrativni povinnosti (napf. pfi zpracovani
informaci v danové, ucetni nebo jiné administrativni
oblasti),

e povinnost soucinnosti s organy verejné moci pfi
vykonu jejich pravomoci podle predpisu.
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protecting our and your interests, or complying with our
legal obligations (e.g. service security, prevention and
detection of unlawful activity and defending rights).

If we do not comply with the processing of data based
on legitimate interests, it is possible to file an objection
which we will examine, and assess whether the
processing complies with requirements and regulations.
More information about your rights can be found in this
document.

1.3. Applicable laws and legal obligations for
processing of data

Payment services are accompanied by a number of
obligations that we must comply with as per the
legislation. This is in particular the law regulating
measures against the legitimization of proceeds of crime
and the financing of terrorism (hereinafter the AML Act).
These measures (in particular the identification and
control of Clients and transactions) are carried out in
cooperation with Payrnet. According to the AML Act,
Payrnet is the obliged entity and Direct Fidoo is their
representative for data processing. We can also use
international or national sanctions registers to verify the
necessary information according to the AML Act.

We are also subject to general legal obligations, such as:

e obligations under the rules governing payment
transactions, payment services and the issuance of
electronic money;

e preservation and archiving of data according to legal
requirements (accounting and tax regulations,
archiving, etc.),

e administrative obligations (e.g. when processing
information regarding tax, accounting or other
administrative areas);

e the obligation to work with public authorities in

exercising their powers under the regulations.
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Za Ucelem plnéni pravnich povinnosti, predevsim
v oblasti AML, zpracovdvame zejména nasledujici osobni
udaje:

¢ identifikacni Udaje slouZici k jednoznacné a
nezaménitelné identifikaci subjektu udaja (napf.
jméno, pfijmeni, titul, pfip. rodné Ccislo, datum
narozeni, adresa trvalého pobytu, pohlavi, misto
narozeni),

kontaktni Cislo
telefonu, e-mailova adresa),

¢ kontaktni udaje (napr. adresa,

e Udaje o dokladech (druh a (islo predlozeného
dokladu, platnost a datum vydani predloZeného
dokladu, kym byl doklad vydan),

e informace o tom, zda jste, Ci nejste politicky
exponovand osoba,

e transakéni a uZivatelské Udaje souvisejici s uzivanim
Fidoo karet a vyuzivanim Fidoo aplikace,

¢ informace o finan¢nich pfevodech a transakcich.

V pfipadé, Ze ndm tyto osobni Udaje nesdélite,
nemuUZeme s vami bohuZel dle zdkonnych poZadavki
pfislusnou Ramcovou smlouvu uzavfit ani vam vydat k

uzivani Fidoo kartu.

1.4. Zpracovani s vasim souhlasem

V nékterych pripadech mlzZe byt pro zpracovani
osobnich Gdajd nezbytny vas svobodny souhlas. Souhlas
pro takova zpracovani udélujete v elektronické formé
(zaskrtnutim pftislusnych policek). Pokud je souhlas se
zpracovanim osobnich Udaja poskytnut elektronicky,
zaznam o jeho poskytnuti provedenych v nasich
systémech slouzi jako rozhodujici doklad o poskytnuti
souhlasu.

Marketingové vyuziti udajt

Radi bychom vds cas od casu oslovili telefonicky,
e-mailem, SMS, prostrednictvim obchodnika nebo Fidoo
aplikace s novinkami o cinnosti, novych produktech,
sluzbach a exkluzivnich nabidkach spolecnosti, které
jsou s nami propojené ve skupiné VIGO (zejména Direct
pojistovna, a.s., Direct echo, s.r.o.) nebo se kterymi
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In order to comply with legal obligations, especially
under the AML Act, we mainly process the following
personal data:

data used to

unmistakably identify the subject (e.g.

¢ identification uniquely and

name,
surname, title, birth number, date of birth, address
of permanent residence, gender, place of birth);

e contact details (e.g. contact address, telephone
number, e-mail address)

e document particulars (type and number of the
document submitted, validity and date of issue of
the document submitted, by whom the document
was issued),

e information about whether or not you are a
politically exposed person

e transactional and user data related to the use of
Fidoo Cards and the use of the Fidoo Application,

¢ information on financial transfers and transactions.

In the event that you do not disclose this information,
we may not, in accordance with legal requirements,
offer to conclude the General agreement or issue you
with a Fidoo Card.

1.4. Processing data with your consent

In some cases, your consent may be necessary for the
processing of personal data. You provide consent for
such processing in an electronic format (by ticking the
relevant boxes). If consent to the processing of personal
data is provided electronically, a record of it is kept in
serves as consent.

our system and proof of

Use of data for Marketing Purposes

We would like to address you from time-to-time by
phone, email, SMS, Fidoo sales representative or via the
Fidoo Application with news about activities, new
products, services and exclusive offers from companies
connected with us in the VIGO group (especially Direct
Pojistovna, a.s., Direct Echo, s.r.0.) or with whom we
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obchodné spolupracujeme (déle jen nabidky). Tento
souhlas zahrnuje predani osobnich Udajd nezbytnych
pro vytvoreni nabidky Direct pojistovné, a.s. a Direct
echo, s.r.o. Nikomu jinému vase osobni Udaje pro
marketingové ucely nepreddvame.

Aktuadlni seznam ¢lenG skupiny VIGO a obchodnich

partner(, jejichz nabidky vdam mUlzZeme posilat,

naleznete na www. fidoo.com/osobni-udaje.

Nabidky se mohou tykat produktl a sluzeb finan¢niho
sektoru, platebnich sluzeb, pojistovnictvi, ochrany zdravi
nebo majetku a dalSich podobnych nebo souvisejicich
oblasti. Marketingové zpracovani zahrnuje profilovani,
které vyhodnocuje Udaje o vds a vasich sjednanych
produktech a slouzi k tomu, abychom vas oslovili jen s
takovymi nabidkami, které davaji smysl a mohou vas
zajimat.

Osobnimi udaji, které budeme na zdakladé vaseho
souhlasu pro tento ucel zpracovavat a predavat, jsou
jméno, prijmeni a kontaktni Udaje (adresa, telefon,
e-mail) a ddle informace o vyuZivani SluZeb vietné
souvisejici segmentace a typizace Klienta.

Vase osobni Udaje budou zaclenény do databaze Klientd,
kterou si pro ucely nasi ¢innosti vedeme.

Udéleni Vaseho souhlasu pro ucely informovani o
¢innosti a nabidkach produktd a SluZeb spoleénosti
Direct Fidoo i dalSich firem ve skupiné VIGO je
dobrovolné a nema vliv na uzavieni Ramcové smlouvy
ani poskytovani Sluzeb. Souhlas je platny do jeho
odvoldni.

Jak muZete svij souhlas odvolat?

Udéleny souhlas muzete kdykoliv odvolat, napf.

e-mailem, ktery mate u nas evidovany, na
info@fidoo.com, nebo telefonatem na nasi Klientskou
linku 290 290 290. V souvislosti s odvoldnim souhlasu
vas pozadame o prokazani totoznosti a zeptame se vas,
pro ktery typ zpracovani svlj souhlas se zpracovanim

osobnich Udajl odvolavate. Udéleny souhlas muzZete
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trade (hereinafter referred to as ,partners’). This
consent includes the transfer of personal data necessary
for the creation of offers from Direct Pojis tovna, a.s. and
Direct Echo, s.r.o. We do not disclose your personal
information to anyone else for marketing purposes.

The current list of members of the VIGO group and
business partners whose offers we may send you can be
found at www.fidoo.com/osobni-udaje.

Offers may cover financial sector products and services,
payment services, insurance, health or property, and
other similar or related areas. Marketing data
processing includes profiling that evaluates data about
you and agreed-upon products and is used to only
address you with such offers that make sense and may

interest you.

Personal data that we will process and transmit, based
on your consent for this purpose, is your name, surname
and contact details (address, telephone, e-mail) and
information regarding Service use, including related
segmentation and typing of the Client.

Your personal data will be incorporated into the Client
database which we use for conducting our business.

The granting of consent for the purpose of marketing
about activities and offers of Direct Fidoo and other
companies in the VIGO group is voluntary and does not
affect the decision regarding offer of the General
agreement or the provision of services. Consent is valid
until it is revoked.

How can you withdraw your consent?

You can withdraw your consent at any time, via email
that you have registered with us, at info@fidoo.com, or
by phone call to our Client Customer Care Line 290 290
290. In connection with the withdrawal of consent, we
will ask you to prove your identity and we will ask which
type of data processing you wish to revoke. You can also
revoke consent granted directly in the Fidoo Application
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odvolat také pfimo ve Fidoo aplikaci ve svém

uZivatelském profilu.

1.5. Zpracovani udaji UZivateld Fidoo aplikace,

Drzitelli Fidoo karet a dalsich osob

Sluzby Fidoo jsou primarné urCeny pro obchodni
spole¢nosti a spravu jejich firemnich vydajl. Nicméné
drziteli Fidoo karet a uZivateli Fidoo aplikace jsou
zpravidla zaméstnanci nebo jiné osoby uréené Klientem.
Z povahy véci tedy dochdzi ke zpracovani udajl
tykajicich se i téchto osob a jejich nakladani s Fidoo
kartou nebo vyuzivani Fidoo aplikace. S udaji o téchto
osobdach je nakladano jako s udaji, jez se vztahuji ke
Klientovi, kterého zaméstnanci nebo jiné uréené osoby
zastupuji a jehoz jménem jednaiji.

2. Zdroje ziskavani informaci

Informace ziskdvame primo od vas pfi
Ramcové smlouvy nebo pri poskytovani a realizaci
Sluzby. Dale z verejnych zdrojl, rejstriki, seznam( a
evidenci (napf. obchodni a Zivnostensky rejstfik, ARES
apod.). Zdrojem osobnich udajl je taktéZ Fidoo aplikace
a vyuzivani Fidoo karet.

uzavirani

3. Jak zpracovavame a chranime vase

osobni 0daje?

Zpracovani vasich osobnich Udajd probihd automaticky i
manualné. Vase osobni Udaje maximalné chranime
kontrolnimi, technickymi a bezpecnostnimi mechanismy
pred neoprdvnénym pristupem nebo prenosem i pred
moznym zneuZitim.

Direct Fidoo vyuziva infrastrukturu O2 Cloud dodavatele
02 Czech Republic a.s. 02 Cloud splnuje certifikat

systému managementu bezpecnosti informaci 1SO
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in your user profile.

1.5. Processing of data of Users of the Fidoo
Application, Fidoo Card holders and other persons

Fidoo Services are primarily designed for business
companies and the management of their corporate
expenses. However, Fidoo Card holder/s and users of
the Fidoo Application are usually employees or other
persons designated by the Client. Therefore, the nature
of data processing relating to these persons and their
use of Fidoo Card/s or the use of the Fidoo Application
shall be treated as data relating to the Client of which
the employees or other designated persons are
representing and on whose behalf they act.

2. Sources of information gathering

We obtain information directly from you when
concluding the General agreement or when providing
and implementing Services. Furthermore, from public
sources, such as business licence registers and lists (e.g.
commercial register, ARES, etc.). Another source from
which personal data is also obtained is via the Fidoo
application and the Fidoo Card use.

3. How do we process and protect
your personal data?

data is done

automatically and manually. We protect your personal

The processing of your personal
data with the utmost care, via technical and security
tools used to prevent against unauthorised access or
transmission and against possible misuse.

Direct Fidoo uses the infrastructure of 02 Cloud
supplier, 02 Czech Republic a.s. 02 Cloud meets the
criteria certificate of Information Security Management
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27001 a je pravidelné provéfovan bezpecnostnimi
audity.

4. VaSe prava tykajici se zpracovani

osobnich 0daji

Ve vztahu ke zpracovani vasich osobnich udaji mazete
vyuzit nasledujici prava:

Pravo na informace: Mate pravo obdrzet informace
pred zpracovanim i béhem zpracovani na vasi Zadost. Na
Zadost vam sdélime, zda vaSe osobni Udaje
zpracovavame, a dale, pokud o to pozadate, informace
o Ucelech, kategoriich Udaju, prijemcich (kategoriich),
dobé uchovani (kritériich), vasSich pravech vcetné
moznosti se obratit na dozorovy Urad, zdrojich Gdaji
(pokud

individualnim rozhodovani a predavani do treti zemé

nepochdzeji od vds), automatizovaném

nebo mezinarodni organizace (vhodnych zarukach).

Pravo na pristup: Kromé informaci o zpracovani mate
pravo na kopii Udajl, které jsou o vas zpracovavany.

Pravo na opravu: Spravce by mél zpracovavat presné
Udaje, pfi zjisténi nespravnosti Gdaji mate pravo na
opravu.

Pravo na vymaz (,byt zapomenut”): Mate pravo na
vymazani svych 0dajd, ale jen tehdy pokud netrva jiny
pravem uznany divod pro zpracovani, ktery spravce
mUzZe pouZit (véetné ochrany svych opravnénych zajmu
a prav).

Portabilita: Mate pravo obdrzet zpracovavané udaje,
které se zpracovavaji na zakladé souhlasu nebo na
zakladé uzavieni nebo plnéni smlouvy a které jste sami
poskytli nebo které primo vyplyvaji z vasi ¢innosti, ve
strojové Citelném formatu. Plati jen pro automatizované
zpracovavané udaje.
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Systems I1SO 27001 and is regularly inspected via security
audits.

4. Your rights regarding the
processing of personal data

You have the following rights in relation to the
processing of your personal data:

Right to Information: you have the right to receive
information before and during processing upon your
request. Upon request, we will disclose to you why we
have processed your personal data and, if you so
request, information about the purposes, categories of
data, recipients (categories), period of storage of data
(criteria), your rights including the possibility to contact
the supervisory authority, data sources ( unless they
have been provided by you), automated individual
decision-making and transfer of data to a third world
international

country or organisation (appropriate

safeguards).

Right of Access: in addition to processing information,
you have the right to a copy of the data that is processed
about you.

Right to rectification: the controller should process
accurate data, you have the right to rectify incorrect
data when detected.

Right of deletion (‘to be forgotten’): you have the right
to delete your data, but only if there is no other legally
recognised reason for processing which the controller
may use (including the protection of its legitimate
interests and rights).

Portability: You have the right to receive processed data
that is processed on the basis of consent or upon
conclusion or fulfilment of the contract and which you
have provided yourself or which directly results from
your activity in a readable format. Only valid for duration
of automated data processing.
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Pravo vznést namitku: Plati pro pripady zpracovani z
dlvodu verejného zajmu, ktery sprdvce zastava, nebo
jeho vlastniho opravnéného zdjmu, vcetné piimého
Mate
zpracovani namitku a spravce ma povinnost takové

marketingu. pravo vznést proti takovém
zpracovani posoudit z hlediska spInéni viech pravidel
podle predpisl. V pfipadé pfimého marketingu takové

zpracovani po vzneseni namitky vidy zastavi.

Pravo na odvolani souhlasu: V pfipadé zpracovani
zaloZzeného na vasem souhlasu muZete souhlas kdykoli
odvolat, a to na info@fidoo.com, telefonatem na nasi
Klientskou linku 290 290 290 nebo pfimo ve Fidoo
aplikaci.

Pravo na omezeni: Mdte pravo na omezeni zpracovani
svych udajt, pokud:

i)  popirdte pfesnost Udajl, a to do doby, neZ spravce
presnost oveéri,

ii)  Udaje nejsou potifeba pro Ucely zpracovani, avsak
pozadujete jejich zpracovani pro urceni, vykon
nebo obhajobu pravnich narokd,

dokud

nebude ovéreno, zda opravnéné divody spravce

iii) vznesli jste namitku proti zpracovani,

prevazuji nad vasimi opravnénymi zajmy,
iv) zpracovani Udaji bylo protipravni a poZadujete
jen omezeni jejich

namisto vymazu Udajl

zpracovani.

Automatizované individualni rozhodovani: V pripadé,
kdy dochazi
rozhodovani, které pro vas ma podstatné dasledky

k automatizovanému individuadlnimu
(napf. by vedlo k ne uzavieni smlouvy, zméné podminek
sjednané Sluzby apod.) mate prdvo nechat takové
rozhodnuti prezkoumat, vyjadrit se k nému a pfipadné
ho napadnout.

Pravo obratit se na dohled, soud: MUzZete se obratit na
dohledovy ufad (Ufad na ochranu osobnich Gdaji,
WWW.UoouU. cz) hebo soud.
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Right to object: Applies to cases on the grounds of
public interest held by the controller or his or her own
legitimate interest, including direct marketing. You have
the right to object to such processing and the controller
has an obligation to assess such data processing in
respect of compliance with all rules/laws. In the case of
direct marketing, such data processing is always ceased
after the objection is raised.

Right to withdraw consent: in case of data processing
based on your consent, you can revoke your consent at
any time via email at info@fidoo.com, or by calling our
Customer care line 290 290 290 or directly via the Fidoo
application.

Right to restriction: you have the right to restrict the
processing of your data if:

i) you deny accuracy of the data until the controller
verifies data accuracy,

ii) data are not needed for the purposes of processing
but require processing for the establishment,
exercise or defence of legal claims;

iii) you have objected to data processing until verified
and whether the legitimate reasons of the controller
outweigh your legitimate interests,

iv) data processing has been unlawful and you require,
instead of deletion of data, a restriction on data
processing.

Automated individual decision-making: in the case of
automated individualised decision making that have
significant implications for you (e.g. leading to a contract
failure, changing the terms of a negotiated Service, etc.),
you have the right to disagree with such a decision and
to examine the decision process, to comment on it and,
if appropriate, to challenge it .

The right to consult the court: You can contact the
(Office for Data
Protection, www. uoou.cz) or court.

supervisory authority Personal
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Jak muZete sva prava uplatnit?

Kontaktujte nase Centrum péce o klienty, a to e-mailem
na info@fidoo.com nebo telefonicky 290 290 290.

V pfipadé aktualizace osobnich udaji uvedenych na
dokladu totoznosti kontaktujte Opravnénou osobu u vas
ve firmé, ktery Udaje zaznamena do Fidoo aplikace.

5. Kdy miUzeme predat vaSe Udaje

do zahranici?

Vase osobni udaje mohou byt predavany ke zpracovani
v ramci EU a Evropského hospodarského prostoru (napr.
skupiny VIGO,
technologii). V souladu s pravnimi predpisy miZeme

spolecnostem poskytovatelim IT
osobni Udaje pfedavat i do dalsich zemi mimo EU/EHP,
to ale jen v ptipadé zajisténi odpovidajiciho zabezpeceni
a doloZeni zaruk, Ze s nimi bude nakladano v souladu s
pravnimi predpisy.

Osobni udaje nezbytné pro poskytovani platebni sluzby

predavame zejména Poskytovatellm Sluzeb
souvisejicich s platebnimi sluzbami — vydavatelim
platebnich karet, provozovateldm platebnich a
zUCtovacich systémd, poskytovatellm zabezpeceni

platebni brany, finanéni instituci zajistujici vedeni uctl a
Nasi

konkrétné v Némecku a Velké Britanii. Dalsi pfijemce

provedeni transakci. partnefi se nachazeji

osobnich Gdajd naleznete déle v tomto dokumentu.

6. Prijemci 0daj0

Ne vSechny cinnosti v rdmci Sluzby Fidoo si zajistujeme
sami, vyuzivame i tfetich stran.

Kategorie pfijemca:

e poskytovatelé Sluzeb souvisejicich s platebnimi

sluzbami -  vydavatelé platebnich  karet,

provozovatelé plateb nich a zuétovacich systémd,

Informace o zpracovani osobnich 0daju

Verze / Version 7
6.1.2021

How can you exercise your rights?

Contact our Customer care center by email at
info@fidoo.com or by phone 290 290 290.

In case of an update of the personal information
provided on the ID, contact your Authorized person in
you company who will record all data in the Fidoo
application.

5. When can we transfer your data
abroad?

Your personal data may be transferred for processing
within the EU and the European economic area (e.g.
VIGO Group companies, IT technology providers). In
accordance with the law, we may transfer personal data
to other countries outside the EU/EEA, but only in the
case of ensuring adequate security and proof that data
will be treated lawfully.

In particular, we transfer necessary personal data for the
provision of payment Services to Service Providers
related to these payment services — credit card issuers,
payment and settlement system operators, payment
gateway security providers, the financial institution
providing account management and the execution of
transactions. Our partners are located specifically in
Germany and the UK. Additional recipients of personal
information can be found later in this document.

6. Data recipients

Not all activities in the Fidoo Service are ensured by us,
we also use third parties.

Categories of beneficiaries:

e Service providers related to payment services —

payment card issuers, payment and clearing

operators, payment gateway security providers,
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poskytovatelé zabezpeceni platebni brany, financni
instituce zajistujici vedeni G¢td a provedeni transakci,

¢ poskytovatelé servisnich a asistencnich Sluzeb (napf.
blokace karet apod.),

¢ IT poskytovatelé — cloudové sluzby pro ukladani dat,
vyvojafi a sprdvci mobilnich a webovych aplikaci,
poskytovatelé doplrikovych nastroju pro
administrativu, analyzy dat, komunikaci a provoz,

¢ poskytovatelé doplriikovych Sluzeb, které nabizime —

napt. pojisténi prostfednictvim Direct pojistovny, a.s.

V pfipadé, kdy by se u nas néco ménilo a prevadéli jsme
nasi obchodni nebo jinou ¢innost jako celek nebo i jeji
¢ast na jinou osobu, pak by soucasti takového prevodu
byly i osobni Udaje, které se této Cinnosti tykaji. Stejné
by to bylo i v pfipadé, ze bychom byli v souladu s
pravnimi pfedpisy nuceni takové zmény udélat.

7. Doba uchovani osobnich 0dajo

Doba uchovani a archivace osobnich udajl je zavisla na
nékolika faktorech, které se uplatni podle konkrétni
situace, ve které jsou osobni Udaje zpracovavany.
Nejcastéji se osobni Udaje zpracovavaji po dobu trvani a
plnéni smluvnich nebo i mimosmluvnich zavazk( (pro
zjednoduseni dale jen smlouva). Po skonceni Ramcové
smlouvy se osobni Udaje déle zpracovavaji z divodu
ochrany nasich nebo vasich prav a zajm0 (pfip. zajma
tfetich osob), a to po dobu nezbytné nutnou k jejich
zajisténi nebo vykonu. Tato doba je primarné urcena
podle (objektivnich) promléecich |hat stanovenych
zakonem (obcansky zakonik) nebo smlouvou. Lhlty se
mohou liSit podle druhu zavazku nebo prava, kterého se
udaje tykaji. V pripadé nékterych dokumentll jsme
povinni udaje, které jsou v nich obsazené, uchovavat ve
Ihdtach stanovenych podle obecné zavaznych pravnich

predpisd  (zejm. v  oblasti  Géetnictvi, dani,
pracovnépravni nebo archivnictvi podle zvlastniho
zakona).

Nase Ccinnost rovnéZz podléha specialni sektorové

regulaci, kterda nam uklada uchovavat dokumenty
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financial institutions providing account management
and execution of transactions,

e Service and assistance providers (e.g. card blocking,
etc.)

e |T providers — cloudbased data storage services,
mobile and web application developers and
administrators, additional administration tools, data
analytics, communication and operations,

e providers of additional Services offered — e.g.
insurance through Direct Pojistovna a.s.

In the case where changes would occur in our business
or in other activities as a whole or in part transferred to
another person, then the personal data relating to that
activity would also be part of that transfer. This would
also be the case if we were legally obliged to make such
changes.

7. Retention period of personal data

The retention and archiving period of personal data
depends on several factors that apply according to the
specific situation in which the personal data are
processed. Most often, personal data are processed for
the duration of and fulfilment of contractual or non-
contractual obligations (for simplification hereinafter
referred to as ,contract’). After conclusion of the
contract, personal data are further processed to protect
our and your rights and interests (or the interests of
third parties) for as long as necessary to enforce and
ensure rights and interests are maintained. This period
is primarily determined by the (objective) limitation
period expressed by the law (Civil Code) or by contract.
Terms may vary depending on the type of liability or the
law to which the data relates. In the case of certain
documents, we are required to keep the data contained
therein within the time limits laid down under generally
binding legal regulations (accounting, taxation, labour
law or archiving in accordance with the applicable law).

Our activities are also subject to a special sector
regulation, which obliges us to keep documents relating
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tykajici se poskytovani platebnich Sluzeb minimalné po
dobu 5 let a dokumenty tykajici se identifikace osob pro
ucely boje proti prani Spinavych penéz a financovani
terorismu po dobu az 10 let.

Direct Fidoo ma nastavené I|hGty pro uchovani

dokumentd a udajl ve svych internich predpisech.

Pokud jsou nékteré Udaje potiebné z vice dlvodd,
uplatiiujeme dobu uchovani pro ucel, ktery zanikne jako
posledni.

V pripadé udéleni souhlasu probihda zpracovani do
odvolani souhlasu, neni-li pfimo u souhlasu uvedeno
jinak. Souhlas mlzZete kdykoli odvolat a tim zpracovani
ukoncit.

8. Co kdyzZ se néco zméni?

Aktudlni znéni tohoto dokumentu naleznete vidy na
webu spole¢nosti: www.fidoo.com/osobni-udaje. Pokud
by doslo k zasadni zméné zpracovani osobnich Udaju,
budeme vds o tom informovat zejména prostfednictvim
Fidoo aplikace.
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to the provision of payment Services for a minimum of 5
years and documents relating to the identification of
persons for the purpose of combating money laundering
and financing terrorism for up to 10 years.

Direct Fidoo has set terms for keeping documents and
data in its internal regulations.

If certain data is required for multiple reasons we will
use the period of retention for the purpose which is the
last one to expire.

If consent is given, processing takes place until
withdrawal of consent, unless otherwise stated directly.
You can revoke your consent at any time to terminate

data processing.

8. What if something changes?

The current wording of this document can be found on
the company website: www.fidoo.com/osobni-udaje.
Should a substantial change in the processing of
personal data occur, we will inform you in particular via
the Fidoo application.
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