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1. Hesloje kLic.

Nedavejte ho z ruky.

Heslo do Fidoo drite v hlavé nebo spravci hesel. Mobil
a pocitac také nikdy nenechavejte bez dozoru.

2. NaFidoo kartu patri vas autogram.

NeZ vyrazite nakupovat s Fidoo kartou, udélejte dvé véci.
Za prvé: zkontrolujte, jestli sedi jméno. A za druhé: pode-
piste kartu na zadni strané ¢ernym nesmyvatelnym fixem.

3.  PIN nerikejte nikomu.

Ctyfi ¢isla PINu si zapamatujete snadno. Ani tomu nejvétsi-
mu sklerotikovi nedoporucujeme psat si ho na papirek v pe-
néZence a uzZ vlibec ne na kartu. Vas PIN si nikam nezapisuj-
te, kdykoliv si ho mlzZete zobrazit ve webové Fidoo aplikaci.
Nikdo nema pravo od vas PIN vyzadovat — ani banka, ani
policie, dokonce ani vas $éf.

4.  Pfivybirdni z bankomatu budte

ve strehu.

PFi zadavani PINu si zakryjte kldvesnici druhou rukou, aby
nikdo nemohl PIN odpozorovat tfeba skrytou kamerou.

Nedovolte, aby s vami u bankomatu byl nékdo cizi. Ani kdy-
by tvrdil, Ze je z banky nebo od policie. Nevéfili byste, jaké
bachorky si podvodnici navymysli.

Zlodéji na bankomaty instaluji kamery a ¢tecky udajli o kar-
tach. KdyzZ se vdm néco nezdd, podeziely bankomat nepou-
Zivejte a zavolejte jeho provozovatele.

KdyZz vdm bankomat odmitne kartu vydat a nevytiskne po-
tvrzeni o zadrZeni, pro jistotu ji zablokujte.

5. Kartu nespoustéjte z oci.

V dobé bezkontaktnich terminall neni moc ddvodu, proc¢
davat kartu z ruky. KdyZz uz to nejde jinak, davejte pozor,
abyste na kartu porad vidéli. Vidy chtéjte s uctenkou i do-
klad z terminalu a zkontrolujte si, kolik jste opravdu zaplatili.
Nikdy nepodepisuje nelplné doklady o platbé.
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1. VYour password is your key.

Don’t give it out to anyone.

Store your Fidoo password in your head, or the password
manager. Also, never leave your smartphone or computer
unattended.

2. Your Fidoo card should be autographed.

Before you go shopping with your Fidoo card for the first
time, do the following two things. Firstly, make sure the
name is correct. Secondly, sign the back of your card using
a black, non-washable marker.

3. Don’t tell your PIN to anyone.

The four-digit PIN is easy to remember. We don’t recommend
writing it on a piece of paper in your wallet, or on the card itself.
Don’t do it even if you believe you are the most forgetful person.
You do not write your PIN anywhere and you can display it any
time in the Fidoo web app. No one has the right to ask for your
PIN- neither the bank, the police, not even your boss.

4. Be alert when withdrawing money
from an ATM.

When entering the PIN, cover the keyboard with your hand
so that no one can see the PIN e.g. with a candid camera.

Do not allow any stranger being near you at the ATM. Not even
if he claimed to be from the bank or the police. You wouldn’t be-
lieve what kind of cock and bull stories scammers can fabricate!

Thieves install cameras and card readers on ATMs. If anything
looks fishy to you, do not use the suspicious ATM and call its
operator.

If the ATM swallows your card and withholds a printed certi-
ficate, block the card just to be safe..

5. Don’t let your card out of your sight.

At the time of contactless terminals, there are not many re-
asons to hand out your card to anyone. If it happens, make
sure you have the card in view. Together with your receipt,
always ask for a receipt from the terminal and check how
much you paid. Never sign incomplete payment receipts.



fidoo

by Direct

6. Nakupujte online bez obav.

Staci si pohlidat par drobnosti.
Platte jen pres ovérené platebni brany (brany éeskych bank,

PayPal, PayU, ...).

Bezpecné internetové obchody poznate podle obrazku visa-
ciho zdmku v levém hornim rohu prohlizece vedle adresy.

Udaje o karté (&islo karty, CVV kéd, platnost karty) patii jen
do platebni brany, kam vas e-shop presméruje pfi placeni.
Samotny obchod by po vas platebni Gdaje nemél chtit.

Online platby vétSinou vyZaduji 3D Secure kdd, ktery vdm
prijde SMSkou. U soukromych Fidoo karet na vase Cislo,
u tymovych na cislo aktualniho drZitele.

7.  Pravidelné kontrolujte vypis.

Pro jistotu.
Jakmile ve vypisu narazite na néco podezielého, hned nam za-
volejte na cislo 290 290 290 nebo napiste na info@fidoo.com.
8. Napodvodné e-maily nereagujte.

Nikdy nereagujte na Zadosti o sdileni Gdajl k platebni karté
(Cislo karty, platnost, CVV kdd, PIN) e-mailem nebo po tele-
fonu. KdyZ se s né¢im takovym setkate, je to urcité podfuk.

9. Neotalejte s blokovanim karty.
Pfed minutou bylo pozdé.

Ukradenou nebo ztracenou Fidoo kartu hned zablokujte. Bud-
to pfimo ve Fidoo aplikaci nebo na nonstop asistencni lince 290
290 291. Volejte, i kdyz mate podezreni, ze kartu nékdo zneuzil.

10. Chtéjte potvrzeni o neprovedené

platbé.

KdyzZ si nejste 100% jisti, Ze s platbou bylo vSechno v porad-
ku, hned si ve Fidoo aplikaci ovérte, Ze se zUcCtovala spravné.
O kazdé zamitnuté platbé si schovejte potvrzeni z platebni-
ho terminalu.
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an eye on 3 few technicalities.

6. Shop online with confidence. Just keep

Be sure you pay only through verified payment gateways
(Czech bank gateways, PayPal, PayU, ...).

You can identify secure online stores by looking at the padlock im-
age inthe upper left corner of the browser next to the URL address.

Card details (card number, CVV code, card validity) belong only
to the payment gateway, where the e-shop redirects you for
payment. The store itself should not ask for your payment data.

Online payments usually require a 3D Secure code that will be
sent to you by SMS: for private Fidoo cards, it will be sent to
your number; for team cards, to your current card number.

7. Check your account statement regularly.

Just to be on the safe side.

If you notice anything suspicious on the statement, alert us
at 290 290 290 or write to info@fidoo.com.

8. Do not respond to fraudulent emails.

Never respond to requests to share credit card information
(card number, validity, CVV code, PIN) by email or phone.
When you see something like this, for sure it is a fraud.

9. Do not hesitate to block the card.

It was late a minute ago.

Block a stolen or lost Fidoo card immediately either in the
Fidoo app or using the non-stop helpline 290 290 291. Call
even if you suspect that someone has misused the card.

10. Request confirmation of your

outstanding payments.

If you aren‘t 100 % sure that everything went well with your
payment, check the Fidoo app to see if it operated correctly.
Keep a receipt of any declined payment issued by your pay-
ment terminal.



